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Abstract— This paper uses RSA algorithm that converts 

a plain text to cipher text according to its methodology 

that is to be sent through a graphical user interface and 

the receiver of this can see both the encrypted and 

decrypted message with the help of fuzzy inference 

system. 
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I. INTRODUCTION 
 
Fuzzy logic [1] is a form of multi-valued logic or 

probabilistic logic where it deals with reasoning that 

is approximate rather than fixed and exact. When we 

compare it to traditional binary sets (where variables 

may take on true or false values) fuzzy logic 

variables may have a truth value that ranges in degree 

between 0 and 1 having membership values. Fuzzy 

logic has been extended to handle the concept of 

partial truth, where the truth value may range 

between completely true and completely false. 

Furthermore, when linguistic variables are used, 

these degrees may be managed by some specific 

functions. 
 

II.       TYPES OF FUZZY INFERENCES 
 
Fuzzy Inference [4][7]is referred to as approximate 
reasoning which refers to computational procedures 

used for evaluating linguistic descriptions. The two 

important inferring procedures are  
(i) Generalized Modus Ponen (GMP)   
(ii) Generalized Modus Tollen (GMT)  

 
GMP is formally stated as 
 

IF x is A THEN y is B, 
x is A’  

-------------------------------  
y is B’ 

GMT is formally stated as 
 

IF x is A THEN y is B, 
x is B’  

-------------------------------  
x is A’ 

 
III.      RSA CRYPTOGRAPHIC ALGORITHM 

 
RSA is the most popular and proven asymmetric key 

cryptographic algorithm. The RSA algorithm 
involves three steps: key generation, encryption and 

decryption. 
 
Key generation 
 
RSA involves two types of keys; one is a public key 

and the other is a private key. The public key can be 

known to everyone and is used for encrypting 

messages. Messages encrypted with the public key 

can only be decrypted in a reasonable amount of time 

using the private key. The keys for the RSA 

algorithm are generated the following way: 
 

1. First we choose any two distinct prime 
numbers p and q. 

 
For security purposes, the integers 

p and q should be chosen at random 

and should be of similar bit-length. 

Prime integers can be efficiently 

found using a primality test. 
 

2.     Compute n = p q. 
 

n is used as the modulus for both 

the public and private keys. Its 

length, usually expressed in bits, is 
the key length. 
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3. Compute φ(n) = (p – 1)(q –  1), where φ is 

Euler's totient function. 
 

4. Choose an integer e such that 1 < e < φ(n) 
and greatest common divisor gcd(e, φ(n)) = 
1; i.e., e and φ(n) are coprime.  

 
e is released as the public key 
exponent. 

 
e having a short bit-length and 
small Hamming weight results in 
more efficient encryption – most 

commonly 2
16

 + 1 = 65,537. 
However, much smaller values of 

 
e (such as 3) has been shown to be 

less secure in some settings.
[4] 

 
5. Determine d as d ≡ e

−1
 (mod φ(n)), i.e., d is 

the multiplicative inverse of e (modulo 
φ(n)).  

 

• This is more clearly stated as solve 
for d given de ≡ 1 (mod φ(n))  

 

• This is often computed using the 
extended Euclidean algorithm.  

 

• d is kept as the private key 
exponent.  

By construction, d⋅e ≡ 1 (mod φ(n)). 
 
The public key consists of the modulus n and the 

public (or encryption) exponent e. 
 
The private key consists of the modulus n and the 

private (or decryption) exponent d, which must be 

kept secret. 
 

IV. PROPOSED APPROACH 

 
The first and most intuitive approach implements all 

possible combinations of the given fuzzy sets as 

rules. This way of doing so shows some drawbacks, 

which are handled by additional methods. Due to 

insufficient workspace coverage, some rules may 

never be fired. However, a diffusion procedure can 

be used to initialize the unfired rules. The choice of 

the number of fuzzy sets in each dimension carries 

significant consequences: it can be dynamically 

chosen within the second approach. When the 

number of combinations increases, it is necessary to 

limit the number of rules: the third approach 

initializes one rule per data pair. Finally, the decision 

trees are introduced at the end of this section. They 

 
p, q, and φ(n) must also be kept secret because they 
can be used to calculate d. 
 

• An alternative is to be used by Public Key 

Cryptography Standard, is to choose d 

matching de ≡ 1 (mod λ) with λ = lcm (p − 

1, q −  1), where lcm is the least common 

multiple. Using λ instead of φ(n) allows 
more choices for d. λ can also be defined 

using the Carmichael function, λ(n).  
 
Encryption 
 
Alice transmits her public key (n, e) to Bob and keeps 

the private key secret. Bob then wishes to send 
message M to Alice. 
 
He first turns M into an integer m, such that 0 ≤ m < n 

by using an agreed-upon reversible protocol known 
as a padding scheme. He then computes the 

ciphertext c corresponding to 
 

 
This can be done quickly using the method of 
exponentiation by squaring. Bob then transmits c to 

Alice. 
 
Decryption 
 
Alice can recover m from c by using her private key 
exponent d via computing 
 

 
Given m, she can recover the original message M by 
reversing the padding scheme. 
 
 
 
 
 
 
 

 
generate incomplete rules but require a 

predetermined fuzzy partitioning. The approach 

proposes the use of RSA algorithm that converts a 

plain text to cipher text according to its methodology 

that is to be sent through a graphical user interface 

and the receiver of this can see both the encrypted 

and decrypted message with the help of fuzzy 

inference system. Both the generalized fuzzy 

inference system GMT and GMP are used. 



GMP is formally stated as: 
 

IF   x   is Plain Text, THEN y is Cipher Text, 
 

x is Plain Text’  
---------------------------------------------------- 

 
y is Cipher Text’ 

 
GMT is formally stated as 

 
IF   x   is Plain Text, THEN y is Cipher Text, 

 
x is Cipher Text’  

--------------------------------------------------- 
x is Plain Text’ 

 
 

VI.CONCLUSION 
 
Fuzzy inference systems (FIS) are widely used for process 

simulation or control. They can be designed either from 

expert knowledge or from data. For complex systems, FIS 

based on expert knowledge only may suffer from a loss of 

accuracy. This is the main incentive for using fuzzy rules 

inferred from data. Here the design is basically a FIS from 

data which can be decomposed into two main phases: 

automatic rule generation and system optimization for 

text messaging through GUI. Rule generation leads to a 

basic system with a given space partitioning and the 

corresponding set of rules. System optimization can be 

done at various levels. Variable selection can be an 

overall selection, or it can be managed rule by rule. Rule 

base optimization aims to select the most useful rules and 

to optimize rule conclusions. 
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